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CHAPTER 8

E-DISCOVERY IN CRIMINAL CASES

Justin P. Murphy, Matthew A.S. Esworthy and Stephen M. Byers

Dealing with electronically stored information (ESI), for clients, prosecutors and defense
attorneys, has steadily grown into a tsunami of cost and complexity — with little guidance
provided by courts and none from the rules. Moreover, the paradigms developed in civil
litigation to curb ESI discovery abuses are often not effective in the criminal system, due to the
one-sided nature of ESI burdens and demands in government investigations and criminal matters
and the absence of cost-effective methods sanctioned by courts to resolve criminal discovery
disputes. The world of criminal e-discovery continues to evolve every day, particularly in the
contexts of subpoena compliance, Fourth Amendment issues, post-indictment discovery, and
social media and the internet.

1. INVESTIGATIONS: THE DUTY TO PRESERVE ESI

When does a duty to preserve ESI that may be relevant to a criminal investigation arise?
Service of a subpoena or some other government demand are obvious triggers, but the duty can
arise prior to that point. In civil litigation, the basic rule is fairly well-developed: “Whenever
litigation is reasonably anticipated, threatened or pending against an organization, that
organization has a duty to preserve relevant information.”' There is little case law in the
criminal arena on this point, but in general the same principle applies: The duty to preserve
potentially relevant information arises when a government investigation is threatened, pending or
can be reasonably anticipated. The obstruction-of-justice provisions in the Sarbanes-Oxley Act
0of 2002, enacted in reaction to the conduct at Arthur Andersen LLP in the Enron case, mimic this
standard, making it clear that a government investigation need not have commenced and a
subpoena need not have been issued for the duty to preserve to arise.”

The consequences of failing to preserve potentially relevant ESI may be far reaching and
more extensive in criminal cases. As an initial matter, a failure to preserve relevant ESI, or at
least construct a record of thorough, good-faith efforts to do so, can influence the views of
prosecutors and agents at the outset of a case. This may shape judgments about culpability and
cooperation, which in turn may impact charging decisions and plea negotiations. In addition,
failing to preserve potentially relevant information may negatively impact calculations under the
Sentencing Guidelines by increasing the defendant’s culpability score.”

Importantly, preservation failures can also expose a defendant to an additional
investigation for obstruction of justice. If the government encounters efforts to destroy evidence,
they may assume bad intent unless good faith can otherwise be demonstrated. Where intent can
be shown, any number of obstruction-of-justice statutes can be brought to bear. Because
obstruction is often easier to prove than the underlying crime, which may involve complicated
issues ill-suited to a jury trial, some prosecutors may favor the use of these statutes. Most
prosecutors are keenly aware of the potential ramifications of failures to preserve evidence and
the leverage that can result.”

Likewise, the government also has a duty to preserve ESI, and the failure to do so also
may present significant consequences. For example, in United States v. Suarez,” the government
failed to preserve numerous text messages exchanged between a key cooperating witness and
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FBI agents involved in a public corruption investigation.® As a result of the FBI’s failure to
preserve the text messages, the court, relying on civil e-discovery sanctions principles and case
law, issued an adverse inference instruction that permitted the jury to infer that the missing text
messages were relevant and favorable to the defendants.” The jury ultimately acquitted the
defendant, who argued that the missing text messages were important.

Finally, it is notable that the mishandling of ESI by private litigants in civil actions can
also lead to criminal penalties. In one case, the district court determined that the defendants
could be prosecuted under 18 U.S.C. § 1503 for allegedly withholding and then destroying
documents sought by plaintiffs’ counsel during discovery in a discrimination lawsuit.® Courts
have also referred cases to U.S. Attorneys for criminal investigation of electronic discovery
abuses, including by third parties.’

II. INVESTIGATIONS: SEARCH AND SEIZURE OF ESI

The unique challenges presented by the very nature of ESI create problems in the context
of search warrants as well. Specifically, the modern day phenomenon of immense amounts of
intermingled computer data has collided with the Fourth Amendment’s search and seizure
strictures enshrined by the founders hundreds of years ago. On the one hand, computers can
store many millions of pages of documents, some of which can be hidden or disguised to
frustrate the government’s search; given this, searches pursuant to lawful warrants need to be
somewhat invasive. On the other hand, this invasiveness must be reconciled with the Fourth
Amendment’s particularity requirement in identifying “the place to be searched and the . . .
things to be seized.” A landscape of sometimes conflicting case law is developing as courts
wrestle with this conundrum.

With collection of ESI via a search warrant, it is helpful to think of it as two searches and
seizures. First, there is a search of the place specified in the warrant. Over-seizure of ESI is
often the result because of the practical realities of on-site searches of large volumes of data, and
the fact that files can be readily disguised and intermingled with other personal and/or irrelevant
data. Courts have acknowledged and seemingly accepted the need to over-seize in the “first”
search and seizure. The second search and seizure usually takes place at law enforcement offices
where agents search for and seize data from the “warehouse” of ESI they previously seized.

The debate rises from the second search and seizure — by over-seizing ESI, the
government has created a risk that every ESI warrant will be a general warrant, and that the plain
view exception to the Fourth Amendment will be rendered meaningless. Courts have questioned
how much they should be involved in controlling the government’s conduct of the second search
and seizure, whether or not computers deserve special treatment in digital evidence cases, or
whether they are analogous to more traditional document containers, such as filing cabinets.

The Ninth Circuit’s Standards

Two decisions by the Ninth Circuit in the Comprehensive Drug Testing matter have
provided some of the most interesting, in-depth and specific analyses of the Fourth Amendment
and its application to ESI. In August 2009, an en banc panel issued new and enhanced
guidelines for warrants seeking ESL.'° The court confronted the ESI search debate head-on,
stating in the opening paragraph of its opinion that the case was about “the procedures and
safeguards that federal courts must observe in issuing and administering search warrants and
subpoenas for electronically stored information.”

The court rejected the government’s argument that data beyond that specified in the
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warrant was in “plain view.” Such an approach, the court held, would “make a mockery” of
procedures designed to “maintain the privacy of materials that are intermingled with seizable
materials, and to avoid turning a limited search for particular information into a general search of
office file systems and computer databases.”’' The court determined that “greater vigilance on
the part of judicial officers” is required due to “the reality that . . . over-seizing is an inherent part
of the electronic search process . . . .”'? In an attempt to ensure such vigilance, the court
established the following explicit requirements:

Magistrates should insist that the government waive reliance upon the
plain view doctrine in digital evidence cases.

Segregation of non-responsive materials must be done by specialized
personnel who are walled off from the case agents, or an independent third

party.

Warrants must disclose the actual risks of destruction of information, as
well as prior efforts to seize that information in other judicial fora.

The government’s search protocol must be designed to uncover only the
information for which it has probable cause, and only that information
may be examined by the case agents.

The government must destroy or return non-responsive data, keeping the
issuing magistrate informed about when it has done so and what it has
kept."”

In September 2010, an en banc panel issued an amended opinion, demoting the above
requirements to suggested guidance when dealing with the over-seizure of ESL'* In support of
the court’s change in position, it opined that the five guidelines are hardly revolutionary, and are
essentially the Ninth Circuit’s solution to the problem of necessary over-seizing of evidence
from a prior decision, United States v. Tamura.” Adhering to its ruling in Tamura, the Ninth
Circuit applied a two step process. First, where officers come across relevant documents so
intermingled with irrelevant documents that they cannot feasibly be sorted at the site, large scale
removal of materials can be justified.'"® And second, a Magistrate Judge should then approve the
conditions and limitations on a further search of those documents. The “essential safeguard
required is that wholesale removal must be monitored by the judgment of a neutral, detached
magistrate.”'’ The court further explained that “Tamura has provided a workable framework for
almost three decades, and might well have sufficed in this case had its teachings been followed.
We have updated Tamura to apply to the daunting realities of electronic searches.”'®

Although the amended opinion demoted the five explicit restrictions to guidelines, Chief
Judge Kozinski noted in his concurring opinion that these guidelines offer “the government a
safe harbor, while protecting the people's right to privacy and property in their papers and
effects. District and magistrate judges must exercise their independent judgment in every case,
but heeding this guidance will significantly increase the likelihood that the searches and seizures
of electronic storage that they authorize will be deemed reasonable and lawful.”"

The Comprehensive Drug Testing decisions represent one of the first serious attempts by
a federal appellate court to fashion specific, comprehensive guidance for lower courts confronted
with the inevitable clash between the strictures of the Fourth Amendment and increasingly
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common broad seizures of intermingled ESI. As the court observed: “[t]his pressing need of law
enforcement for broad authorization to examine electronic records . . . creates a serious risk that
every warrant for electronic information will become, in effect, a general warrant, rendering the
Fourth Amendment irrelevant.””

Other Courts’ Treatment of the Particularity Requirement and the Plain View Doctrine

Other Circuits have weighed in on the tension between the particularity requirement
under the Fourth Amendment and the plain view doctrine. The Sixth Circuit is the most recent
court to grapple with this issue in United States v. Richards*' 1In that case, the court
acknowledged that: “On one hand, it is clear that because criminals can — and often do — hide,
mislabel, or manipulate files to conceal criminal activity, a broad, expansive search of the hard
drive may be required. . . .On the other hand . . . granting the government a carte blanche to
search every file on the hard drive impermissibly transforms a limited search into a general
one.”*

The defendant in Richards was the target of an FBI investigation involving the
commercial production, advertising, sale and distribution of child pornography.”® The FBI
executed multiple search warrants to retrieve data from remote servers in Los Angeles and San
Francisco that hosted the various websites maintained by the defendant that involved child
pornography.* The FBI also seized items from the defendant’s residence in Nashville,
Tennessee.”” The defendant challenged the seizure of the entire server located in California on
the grounds that the warrant only authorized the seizure of the sections of the server hosting the
pornographic website.”® The district court denied the defendant’s motion to suppress, concluding
that the warrant was not impermissibly overbroad.”’

The Sixth Circuit applied “the Fourth Amendment’s bedrock principle of reasonableness
on a case-by-case basis,”® and found that the FBI’s warrant was not overbroad, even though
there was no distinction made between seizing servers maintained by third parties that contain
information belonging to others, and servers exclusively maintained by the defendant.”
Notably, Judge Moore, in her concurring opinion, expressed concern with the majority’s ruling,
explaining that it “would authorize the government to invade the privacy of any number of
unidentified individuals or companies without any probable cause, just because they may,
without their knowledge, share server space with suspected criminals.*® Judge Moore
highlighted that the FBI agents made no showing that they had probable cause to believe that
every directory on a particular server was accessible to the operators of the child pornography
website.’!  Judge Moore noted that “[w]hen the government has probable cause to search for
drugs in a specific apartment, we have never held that the existence of a landlord with keys to
every other apartment in the building creates probable cause to search every apartment.”>

United States v. Stabile is another recent decision addressing the issue of “over-seizure”
of evidence under the plain view doctrine. ** In Stabile, agents went to the defendant’s home to
question him regarding allegations that he was involved in counterfeiting and other financial
crimes.>* The defendant was not home when the agents arrived, but his wife was, and consented
to a search of the entire house for evidence of financial crimes.”> The agents seized several
computer hard-drives from the home, and discovered child pornography on the hard-drives.*®

While the court in Stabile declined to follow the Ninth Circuit’s suggestion in
Comprehensive Drug Testing”' to “forswear reliance on the plain view doctrine” whenever the
government seeks a warrant to examine a computer hard drive, Stabile did hold that “the exact
confines of the [plain view] doctrine will vary from case to case in a common-sense, fact-
intensive manner. What is permissible in one situation may not always be permissible in
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another.””® The court supported the general framework articulated in Comprehensive Drug

Testing by opining that “we agree that ‘[a] measured approach based on the facts of a particular
case is especially warranted in the case of computer-related technology, which is constantly and
quickly evolving.”*

Similarly, the Seventh Circuit’s decision in United States v. Mann acknowledged the
value of the guidelines articulated in Comprehensive Drug Testing.”’ In Mann, the Court found
that “the more considered approach ‘would be to allow the contours of the plain view doctrine to
develop incrementally through the normal course of fact-based case adjudication.”” Mann, like
Stabile, found that “jettisoning the plain view doctrine entirely in digital evidence cases is an
efficient but overbroad approach.”™"!

Only one federal appeals court has flatly disagreed with the Comprehensive Drug Testing
decision. In United States v. Williams,** the Fourth Circuit held that a search warrant implicitly
authorized police officers to open each file on a computer to view its contents, at least on a
cursory basis, to determine whether the file fell within the scope of the warrant’s authorization.*’
There, the court reasoned in order to be effective, a search cannot be limited to reviewing only
file designations or labeling as these things can easily be manipulated.** The court further
explained that “[o]nce it is accepted that a computer search must, by implication, authorize at
least a cursory review of each file on the computer, then the criteria for applying the plain view
exception are readily satisfied.”*

Applications for search warrants are, of course, ex parte proceedings and more often than
not the government’s requests are granted. But judicial skepticism of the need for dragnet
seizures of ESI seems to be increasing. For example, a magistrate judge in the District of
Columbia who is widely respected for his e-discovery expertise issued a written opinion
rebuffing the government’s request for authority to seize computer data because it had not made
a sufficiently specific showing that the target’s computer was related to the alleged crime.*® The
judge expressed his concern that under these circumstances a “forensic search of [the
computer’s] entire contents . . . appears to me to be the very general search that the 4"
Amendment prohibits.”*’

Warrantless Searches of Cellular Telephones

Federal courts are divided on the issue of whether a warrant is required to search the data
in a cellular telephone following an arrest. Several Circuits have concluded that law
enforcement may retrieve text messages and other information from cellular phones seized in a
search incident to a lawful arrest.”® Other courts have invalidated warrantless searches of
cellular phones seized incident to arrest.*’

Recently, a district court in Florida® tempered its decision permitting officers to search
the contents of a cellular telephone as a “search incident to arrest,” by explaining that:

To be clear, we do not suggest that the search incident to arrest exception
gives agents carte blanche to search indefinitely each and every facet of an
arrestee's cell phone. After all, a search incident to arrest must always fall within
the reasonableness requirement of the Fourth Amendment and, more narrowly,
relate to the evidence of the underlying offense or arrest. Courts applying this
exception must also do so in a manner that faithfully enforces the temporal and
spatial requirements of the doctrine. By doing so, the scope of a search will be
limited as a practical matter. In the case of a cell or smartphone, for instance, a
search contemporaneous with an arrest would not possibly allow a law
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enforcement officer at the scene of an arrest from downloading the entire content
of the phone’s memory. It would not allow much more than what occurred
here—a short, limited perusal of only recent calls to quickly determine if any
incriminating evidence relevant to this drug crime can be identified.

It should also be noted that, when a search incident to arrest goes beyond
the strict temporal and spatial requirements of the doctrine, a different rule must
govern. If officers do not contemporaneously search a cell phone, and instead
seize it for later review at the station house the subsequent search could not and
should not be deemed incident to arrest.”’

State courts around the county are also divided on the cell phone issue. In People v.
Diaz,> the California Supreme Court recently affirmed the denial of a motion to suppress a text
message found on a defendant’s cellular telephone. In Diaz, a detective witnessed the defendant
participate in a controlled drug buy, arrested him, and seized his cell phone from his person.’
Approximately 90 minutes after the defendant’s arrest the detective “looked at the cell phone's
text message folder and discovered a message” that was incriminating, at which point the
defendant confessed.® The Diaz court found that the cell phone was personal property
immediately associated with the defendant’s person; and therefore, the search was valid despite
the 90—minute lapse in time between the cell phone being seized and being searched.” Notably,
in reaction to Diaz, the California state legislature passed a cell-phone privacy bill that would
have required officers to obtain a warrant before searching the device, but this bill was vetoed by
Governor Jerry Brown.®

Warrantless Use of GPS Tracking Devices

The United States Supreme Court recently addressed whether the warrantless use of a
global positioning system (GPS) tracking device on a suspect’s vehicle to monitor his
movements on public streets violated the Fourth Amendment.”” The underlying case®® involved
two nightclub owners in the District of Columbia (Antoine Jones and Lawrence Maynard) who
were under investigation for narcotics violations.” During the investigation, officers attached a
GPS device to Jones’s vehicle without a warrant.”* The GPS device tracked Jones’s movements
24 hours a day for one month.®® The D.C. Circuit found that the use of GPS to track the
defendant’s movements around the clock for an entire month, without a warrant, violated the
Fourth Amendment.”” The court explained that “[pJrolonged surveillance reveals types of
information not revealed by short-term surveillance, such as what a person does repeatedly, what
he does not do, and what he does ensemble. These types of information can each reveal more
about a person than does any individual trip viewed in isolation.”®

In United States v. Jones, the Supreme Court disagreed. In a narrow holding, the
Supreme Court found that the installation of a GPS monitoring device is a search. Justice
Scalia’s opinion for the Court noted that it “is important to be clear about what occurred in this
case: The government physically occupied private property for the purpose of obtaining
information. We have no doubt that such a physical intrusion would have been considered a
‘search’ within the meaning of the Fourth Amendment when it was adopted.”® Thus, the
installation of the GPS constituted a search because it was a trespass on the defendant’s car.
However, the opinion continued that “our cases suggest that such visual observation is
constitutionally permissible. It may be that achieving the same result through electronic means,
without an accompanying trespass, is an unconstitutional invasion of privacy, but the present
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case does not require us to answer that question.”

Importantly, the Court declined to address whether the installation of GPS is a search that
requires a warrant, although at least four members of the Court suggested that long-term
monitoring of a GPS device would necessitate a warrant. Justice Alito’s concurrence (joined by
Justices Ginsburg, Breyer and Kagan) advocated for a different test, disagreeing with Justice
Scalia’s trespass approach. Instead, Justice Alito argued that the Court should analyze whether
GPS monitoring intrudes on an expectation of privacy that society recognizes as reasonable:
“Under this approach, relatively short-term monitoring of a person’s movements on public
streets accords with expectations of privacy that our society has recognized as reasonable. . . . .
But the use of longer term GPS monitoring in investigations of most offenses impinges on
expectations of privacy. For such offenses, society's expectation has been that law enforcement
agents and others would not—and indeed, in the main, simply could not—secretly monitor and
catalogue every single movement of an individual’s car for a very long period.”®® The Jones
decision raises more questions than it answers and does not even find that a warrant is required
to install a GPS device. Rather, the Court’s reluctance to “grapple with these ‘vexing
problems’®” highlights the continued challenges we face by applying a document drafted in
1789 — when mail could take months to travel across the Atlantic — to today’s technology — when
data can span the globe in a matter of seconds.

I11. POST-INDICTMENT DISCOVERY
Courts Addressing Form of Production

Although the Federal Rules of Criminal Procedure do not specifically address e-
discovery, the influence of the Federal Rules of Civil Procedure on criminal practice in this area
— in addition to the Joint E-Discovery Protocol discussed below — is already apparent. In United
States v. O’Keefe, the court held that a document production by the government must adhere to
standards similar to those set forth in Rule 34 of the Federal Rules of Civil Procedure. ® The
court noted that there was no rule in criminal cases to guide courts in determining whether a
production of materials by the government has been made in an appropriate form or format.”
Recognizing that the “big paper case” would be the exception rather than the rule in criminal
cases, the court observed: “The Federal Rules of Civil Procedure in their present form are the
product of nearly 70 years of use and have been consistently amended by advisory committees
consisting of judges, practitioners, and distinguished academics to meet perceived deficiencies.
It is foolish to disregard them merely because this is a criminal case, particularly where . . . it is
far better to use these rules than to reinvent the wheel when the production of documents in
criminal and civil cases raises the same problems.””® O ’Keefe’s importation of the civil rules
into a criminal case has been advanced by other criminal defendants and has been acknowledged
by a U.S. Attorney’s Bulletin.”'

In addition to O’Keefe and the Joint E-Discovery Protocol, there are several district
courts that have adopted local rules that import civil principles, including requiring a discussion
amongst the parties about the volume of ESI, the form of production, and the litigation
capabilities of counsel.”?

At least one court has declined to follow O’Keefe’s requirement that documents in a
criminal case be produced in a specific format under Fed. R. Civ. P. 34.” 1In United States. v.
Warshak, the Sixth Circuit noted that Federal Rule of Criminal Procedure 16 is “entirely silent
on the issue of the form that discovery must take; it contains no indication that documents must
be organized or indexed.”’* However, the dispute in Warshak was notably about the
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government’s production of ESI that was seized from the defendants themselves, who had equal
and ready access to the information being produced by the government. The Sixth Circuit
highlighted that any difficultly the defendants experienced in accessing the government’s
production could be attributed to the defendants’ poor organization of the ESI it maintained.”

Some have lauded Warshak as the end of O’Keefe and the importation of civil rules into
criminal practice.”® Notwithstanding the Joint E-Discovery Protocol which is founded on civil
principles, a recent decision by a district court in New York may have breathed new life into the
approach taken by the O’Keefe court. In United States v. Briggs, the court, applying Fed. R. Civ.
P. 34(b)(2)(E)(ii), ordered the government to re-produce ESI “in a reasonably useable form or
forms,” following a massive data dump by the government. '’ The court found that in the
absence of an express criminal procedure rule addressing the manner of production, and under
the court’s inherent authority under Fed. R. Crim. P. 16(d), the government was the party “better
able to bear the burden of organizing these records for over twenty defendants in a manner useful
to all.”’® In support of the decision to order the government to re-produce the discovery, the
court noted:

Use of the conveniences of electronic storage avoids the problems of the
warehouses full of documents and ‘docu-dump’ discovery prevalent in civil
practice almost a generation ago. But these techniques are also being used in
criminal practice. While the rules for such ESI have been developed (and are
being fleshed out) on the civil side of litigation, this case gives the example of the
need for a more uniform regime on the criminal side. It is hoped that the
Advisory Committee on Criminal Rules will take note of the omission and
address it at the earliest opportunity. Until then, and to decide the motions before
this Court, the government is to bear the burden of reproducing these ESI
materials in a fashion that defendants can retrieve and manipulate as
discussed in this Order.”

Potential Brady Issues in ESI Productions

When confronting a massive ESI production from the government, the line between an
impermissible “data dump” and permissible “open file” production for defense counsel remains
unclear. In United States v. Skilling,*® the defendant argued that the government’s production of
hundreds of millions of pages violated the government’s Brady obligations as the “voluminous
open file . . . suppressed exculpatory evidence.” The defendant added that “no amount of
diligence, much less reasonable diligence” would have allowed him to effectively review the
government’s disclosure. Defendant’s counsel estimated “it would have taken scores of
attorneys, working around-the-clock for several years to complete the job.”*

The Fifth Circuit disagreed, noting that the government did not simply dump several
hundred million pages on the defendant’s doorstep. Rather, the government’s open file
production was electronic and searchable, the government produced a set of “hot documents”
that it thought were important to its case or were potentially relevant to the defense, and the
government created indices to these and other documents. The court added that “the government
was in no better position to locate any potentially exculpatory evidence than was Skilling.”®
The Skilling decision — and other decisions addressing Brady in the ESI context — suggests that
the more voluminous the data dump, the more organization and indexing will be required from
the government.

Similar to the “open file” approach under Skilling, the court in United States v. Salyer,**
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ordered the government to identify Rule 16, Brady, and Giglio materials contained in the ESI
production to the defense as a “matter of case management (and fairness).” Salyer involved the
government’s large scale “open file” production to a defendant detained in jail awaiting trial,
who was represented by a small firm with limited resources.*® The government stated that if it
were required to review the materials it had acquired in the investigation to identify Brady/Giglio
materials, the burden of doing so would be impossible, and it might have to dismiss the case.
The court noted that if “the government professes this inability to identify the required
information after five years of pre-indictment investigation, its argument that the defense can
‘easily’ identify the materials buried within the mass of documents within months of post-
indictment activity is meritless. Obviously, under the government's reasoning, the defense
burden is even more impossible. What the government is actually arguing, in effect and for
practical purposes, is that logistics in the ‘big documents’ case render Brady/Giglio a dead letter
no matter who has the burden of ascertaining the information. There is no authority to support
this evisceration of constitutional rights just because the case has voluminous documentation.”®’

The Salyer court explained that “the government cannot meet its Brady obligations by
providing [the defendant] with access to 600,000 documents and then claiming that she should
have been able to find the exculpatory information in the haystack.”™ “[A]t some point (long
since passed in this case) a duty to disclose may be unfulfilled by disclosing too much; at some
point, “disclosure,” in order to be meaningful, requires “identification” as well.”® Addressing
the government’s argument that without understanding the defense theory it could not undertake
a Brady review of the massive ESI database, the court provided this useful guidance:

When the prosecution, in good faith, determines that a piece of evidence,
on its face, significantly tends to controvert what it is attempting to prove,
disclosure (and in this case, identification as well) is mandated. Similarly, for
Giglio information, the prosecution knows, from its vantage point, what
information is significantly inconsistent with the testimony it expects its potential
witnesses to present or with their credibility generally.”

Joint Federal Criminal E-Discovery Protocol

Unlike e-discovery in civil litigation, which benefits from specific procedural rules and
developed case law to guide its practitioners, criminal e-discovery practice has largely faced a
vacuum of formal guidance. However, in February 2012, the Joint Working Group on
Electronic Technology in the Criminal Justice System (comprised of representatives from the
Department of Justice, Federal Defender Organizations, the U.S. Judiciary, and private
Criminal Justice Act panel attorneys) formally issued its “Recommendations for ESI
Discovery Production in Federal Criminal Cases,” representing an important development that
should significantly aid criminal attorneys, particularly prosecutors, public defenders, and
CJA panel attorneys, who have previously wrestled with e-discovery issues.

The Joint E-Discovery Protocol, which is only intended to apply to disclosure of ESI
under Federal Rules of Criminal Procedure 16 and 26.2, Brady, Giglio and the Jencks Act,’ is
comprised of 3 parts: (1) Recommendations; (2) Strategies and Commentary; and (3) an ESI
Discovery Checklist. The foundation of the Joint Protocol rests on the following ten
principles drawn from core civil practice concepts, including meet and confers, direction
about form of production, the use of advanced technology, and conflict resolution:”
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1. Lawyers have a responsibility to have an adequate understanding of
electronic discovery.

2. In the process of planning, producing, and resolving disputes about ESI
discovery, the parties should include individuals with sufficient technical
knowledge and experience regarding ESI.

3. At the outset of a case, the parties should meet and confer about the
mature, volume, and mechanics of producing ESI discovery. Where the
ESI is particularly complex or produced on a rolling basis, an on-going
dialogue may be helpful.

4.  The parties should discuss what formats of production are possible and
appropriate, and what formats can be generated. Any format selected for
producing discovery should maintain the ESI’s integrity, allow for
reasonable usability, reasonably limit costs, and, if possible, conform to
industry standards for the format.

5. When producing ESI discovery, a party should not be required to take on
substantial additional processing or format conversion costs and burdens
beyond what the party has already done or would do for its own case
preparation or discovery production.

6.  Following the meet and confer, the parties should notify the court of ESI
discovery production issues or problems that they reasonably anticipate
will significantly affect the handling of the case.

7.  The parties should discuss ESI discovery transmission methods and
media that promote efficiency, security, and reduced costs. The
producing party should provide a general description and maintain a
record of what was transmitted.

8. In multi-defendant cases, the defendants should authorize one or more
counsel to act as the discovery coordinator(s) or seek appointment of a
Coordinating Discovery Attorney.

9.  The parties should make good faith efforts to discuss and resolve disputes
over ESI discovery, involving those with the requisite technical
knowledge when necessary, and they should consult with a supervisor, or
obtain supervisory authorization, before seeking judicial resolution of an
ESI discovery dispute or alleging misconduct, abuse, or neglect
concerning the production of ESI.

10. All parties should limit dissemination of ESI discovery to members of
their litigation team who need and are approved for access, and they
should also take reasonable and appropriate measures to secure ESI
discovery against unauthorized access or disclosure.”

The stated purpose of the Joint Protocol also highlights the role of civil principles in
their formation:

These Recommendations are intended to promote the efficient and cost-
effective post-indictment production of [ESI] in discovery between the
Government and defendants charged in federal criminal cases, and to reduce
unnecessary conflict and litigation over predictable framework for ESI
discovery, and by establishing methods for resolving ESI discovery disputes
without the need for court intervention.”
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Several important Recommendations of the Joint E-Discovery Protocol warrant
discussion. First, the Recommendations are just that — they are not binding on any party and
they are not enforceable rules. Thus, the Protocol makes clear that the traditional mechanisms in
place to handle discovery disputes will remain the same, and that if there are disputes the parties
will have to go to court to get them resolved. But prior to seeking court intervention, the
Protocol recommends that the parties meet and confer, make good faith efforts to discuss and
resolve disputes over ESI discovery, and engage and/or consult with technical experts as needed
at the outset of the discovery process. Importantly, if efforts to cooperate and reach agreement
about ESI are unsuccessful, the Protocol recommends that each side consult with a supervisor or
obtain a supervisor’s authorization before going to the court. This remains consistent with an
important theme of the Joint E-Discovery Protocol — the promotion of dialogue between the
parties and attempts at cooperation, both hallmarks of the civil process.

Speedy Trial Issues and ESI Production

Failure by the government to properly plan and manage the production of ESI can also
result in dismissal of its case. In United States v. Graham, the government was slow to produce
millions of documents and other media, and the defendants had great difficulty in coping with
the large volume.”® The court dismissed the indictment for Speedy Trial Act violations but
acknowledged that discovery was at the heart of the matter: “In this case, the problem . . . is and
has been discovery . . . . One, the volume of discovery in this case quite simply has been
unmanageable for defense counsel. Two, like a restless volcano, the government periodically
spews forth new discovery, which adds to defense counsels’ already monumental due diligence
responsibilities. Three, the discovery itself has often been tainted or incomplete.” In
dismissing the case, the court noted that although the government did not act in bad faith,
“discovery could have and should have been handled differently.”®

IV. SOCIAL MEDIA AND THE INTERNET

The internet, and social media in particular, represents the new frontier of information
that can be critical in criminal cases. Through a vast array of publicly available sources —
government records, property records, licensing and disciplinary records, the media (including
blogs) and social media (such as LinkedIn, MySpace and Facebook) — one can gather evidence to
support charges or defenses, and call into question the credibility and/or motives of witnesses.
However, there are challenges, as well as ethical issues, in using the internet for fact-finding.

Information contained on social media sites present a unique challenge, because
information is often maintained by third-party providers, and there is developing law that treats
certain information stored on social media websites as “private” and subject to the Stored
Communications Act.”” Under this developing law, a civil subpoena would not be sufficient, or,
for that matter appropriate to obtain “private” information such as emails or instant message
communications stored on a social media website or a private web-based email account.” There
is also some question about the constitutionality of the government’s use of warrantless demands
for personal data held by a third party provider.”

It also bears noting that even when internet postings are removed, they still may be
accessible. For example, one effective tool for retrieving past “public” internet postings is the
Internet Archive, http://www.archive.org/web/web.php.'® One of the purposes of websites like
Internet Archive is to offer permanent access for researchers, historians, scholars, people with
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disabilities, and the general public to historical collections that exist in digital format. Being able
to look back in time at the changes to a website could prove to be invaluable, particularly in a
case where social media is a focal point.

Attorneys can run afoul of ethics rules when they use social media to gather evidence that
is not publically available. For example, both the New York State Committee on Professional
Ethics and the Philadelphia Bar Association’s Professional Guidance Committee, agree that it is
unethical for an attorney to obtain information from an opposing party or witness by
misrepresenting your identity on a social media website.'"'

Attorneys may also violate ethical rules by blogging about criminal proceedings. In a
recent Virginia State Bar Ethics Decision, an ethics panel found that a criminal defense attorney
violated Virginia lawyer conduct rules by including clients’ names in his blog postings without
their consent.'”” In addition, since the attorney’s blog was hosted on his firm’s website, the
ethics panel found that such postings constituted advertising, and therefore the website should
have included an appropriate disclaimer required by rules governing lawyer advertising.

ESI is subject to the same rules of evidence as hard copy documents, but the technical
nature of ESI — and of social media and internet sources in particular — create challenges and
potential hurdles to admissibility not found with paper documents. Given the challenges for
authenticating internet and social media sources of information, at this stage courts seem to be
erring on the side of admissibility, and any concerns about the evidence itself — for example,
contradictory testimony about whether or not someone authored a Facebook posting — is being
left to the jurors to decide what weight that evidence should be given.'"

Admissibility is just one challenge that the internet and social media pose at trial.
Recently, there has been an increasing trend of jurors using wireless communication devices to
look up a defendant’s criminal record, conduct their own investigation into a case, post their
opinions about the case on social media websites, or attempt to “friend” parties, lawyers,
witnesses or judges. In some instances, this conduct has resulted in mistrials or overturned
convictions.'” In response to this trend, California has adopted a new statute which clarifies that
jurors may not use social media and the Internet — such as texting, Twitter, Facebook, and
Internet searches — to research or disseminate information about cases, and can be held in
criminal or civil contempt for violating these restrictions.'®®
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