The Litigator's Guide to Metadata

By Eric R. Harlan

etadata is a form of electronically
stored information that can be used
not only to authenticate other elec-
tronic evidence but also to challenge
the veracity of proffered electronic evidence.
However, to be an effective tool for doing either,
the metadata itself must be authentic and accurate.

Metadata Basics
Simply put, metadata is “data about data.” The
advisory committee note to the - 2006
Amendments to Federal Rule of Civil Procedure
26(f) refers to metadata as “information describ-
ing the history, tracking, or management of an
electronic file.” Examples of such transactional
information include “a file’s name, a file’s location
(e.g., directory structure or pathname); file format
or file type, file size, file dates (e.g., creation date,
date of last data modification, date of last data
access, date of last metadata modification); [and]
file permissions (e.g., who can read the data, who
can write to it, who can run it).™

More specifically, metadata could include the
type and serial number of the microprocessor of
the computer hosting the application (e.g.,
Microsoft Word or Excel), as well as a Global
Unique Identification (GUID). A GUID is:

An electronic fingerprint or serial number placed in
the non-printing portions of many documents . . .
which identifies the program that created it. It can
be used to compare various documents to see if they
came from the same source and if that source is pos-
itively identified, then the various documents can
be potentially authenticated.?

The advisory committee note to Rule 26(f) also
speaks of “embedded data” such as draft language,
editorial comments, or other deleted material
“automatically included in electronic files but not
apparent to the creator or to readers.” Unlike
transactional metadata, this embedded metadata
is generated by the computer user rather than by
the machine itself.*

Role of Metadata in Litigation

Litigants can utilize metadata to authenticate other

forms of electronic evidence, to impeach electronic

evidence offered by an opposing party, and as

substantive evidence to establish a claim or defense.
For example, with the growing popularity and

convenience of digital cameras, photographic
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evidence will increasingly take the form of digital
images, as opposed to print film images. These
photographs may be subject to authenticity chal-
lenges given the technology available to manipu-
late them. In those instances, the image file’s
metadata will likely contain information about
the camera model used to take the photograph,
the original date and time the image was taken,
the focal length, and whether any programs were
used to enhance or alter the image.” The accuracy of
the image can be ascertained with this information.®

Metadata analysis can also establish that evi-
dence has been manipulated. In Plasse v. Tyco
Electronics,” a wrongful discharge suit, Tyco
alleged that its discharged employee, Plasse, falsely
claimed on his résumé to have earned a Masters of
Business Administration (MBA).f Speculating
that a recruiter had mistakenly created and provided
an inaccurate résumé to Tyco, Plasse denied that
his actual résumé contained such credentials, and
he produced in discovery a résumé identifying
him only as an “MBA candidate.”™ On motion,
the court ordered Plasse to produce his computers
and media storage devices for forensic analysis."

Tyco’s computer expert retrieved a deleted
résumé from one of Plasse’s floppy disks, identifying
Plasse as holding an MBA. Significantly, the file
metadata revealed that the résumé was accessed
and modified two weeks after Tyco filed its motion
to compel, and was delered before Plasse produced
his computer and files a month later."! Analysis of
the security log on Plasse’s laptop computer
revealed that two days before Plasse produced the
computer for inspection, the system date on the
laptop was changed to three specific dates.
Coincidentally, file metadata showed that files
titled “resume” and “cover letter"—which were
no longer accessible—were last accessed on these
three dates, suggesting they were accessed and
destroyed just two days before production of
Plasse’s laptop.”

Had the Plasse case gone to trial, Tyco could
have used the deleted (but retrieved) résumé on
Plasse’s floppy disk, together with metadata show-
ing his actions to destroy it, to authenticate the
original offending résumé as being authored by
Plasse. However, because of Plasse’s blatant
manipulation and destruction of evidence, the
court, not surprisingly, dismissed Plasse’s suit and
provided for sanctions.”

In some instances, file manipulation may be so
extensive as to prevent metadata from being useful
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at all. Such was the case in Krumaiede v. Brighton
Associates, L.L.C."* in which default judgments
were entered against the offending party.

There, Brighton claimed that Krumwiede mis-
appropriated a business opportunity and stole
trade secrets from it when he went to work for a
competitor. Brighton sought production of
Krumweide's computer to determine whether its
data was used improperly.”® Forensic analysis
revealed that while litigation was pending,
Krumweide accessed over 30,000 files and deleted or
altered the original file entries.'® According to
Brighton’s computer expert, any such file alterations
were significant because “the metadata contained
in the entry changeld], making it impossible to verify
that the file is identical to the original, even if the
file's content appears to be unchanged.”"

In sanctioning Krumweide, the court observed
that even if the altered or modified documents
were not in fact deleted, “the changes to the file
metadata call the authenticity of the files into
question and make it impossible for Brighton to
rely on them.™®

Metadata can also be offered substantively to
prove a claim or a defense. For example, in
McClatchey v. Asociated Press,” the plaintiff
claimed that the Associated Press (AP) removed
the copyright notice from her photograph, in vio-
lation of the Digital Millennium Copyright Act,
before distributing a digital image of the photo-
graph (i.e., a picture of a photo) to its subscribers.

In its motion for summary judgment, the AP
contended that the metadata accompanying the
digital image stated that the image was a “handout”
not created by the AP and further stated “NO
SALES, WIDE WORLD PHOTOS QUT.”® Thus,
according to the AP, the metadata unambiguously
preserved the photograph’s copyright protection.?

However, in denying the AP’s motion, the
court pointed out that the same metadata also
mistakenly identified the plaintiff photographer
as a “stringer,” which is a term for a freelance pho-
tographer under contract with the AP, and which
could lead news outlets to assume that the AP
owned the copyright, and not the plaintiff.?

In another copyright infringement suit, several
record companies sued a group of New York
University (NYU) students for illegally sharing
copyrighted music.® In proceedings to compel
NYU to disclose the identity of one of the student
defendants, the record companies relied on
metadata obtained from the music files the defendant
offered for sharing. This metadata demonstrated
that many of the defendant’s recordings had been
copied from a commercial compact disk to a com-
puter disk (a process called “ripping”), and that
the recordings had been ripped by different peo-
ple using different software.” The court ruled that

this metadata evidence created a strong inference
that the defendant was infringing the plaintiffs’
capyrights, which, in part, justified disclosure of
the defendant’s identity.”

Admissibility of Metadata

Federal Rule of Evidence (FRE) 901(a) states that
as condition precedent to admissibility, an item of
evidence must be authenticated by “evidence suf-
ficient to support a finding that the matter in
question is what its proponent claims.” In the case
of transactional metadata, authentication can be
established, under FRE 901(b)(9), by “evidence
describing a process or system used to produce a
result and showing that the process or system pro-
duces an accurate result” (i.e. testimony by an
authenticating witness [most often a forensic
computer expert] that the computer or program’s
process of creating metadata is functioning as
intended); or similarly under FRE 901(b)(1), by
testimony of witness with knowledge “that a matter
is what it is claimed to be.”

Authentication does not necessarily translate
into admissibility. Metadata evidence can also be
subject to a hearsay challenge. However, the
hearsay analysis may be a brief one depending
upon whether the metadata in question is trans-
actional or “embedded” substantive data.

Transactional metadata is not hearsay because
it is not an out-of-court “statement” under FRE
801(a). It is simply data automatically generated
by the computer or program itself in the normal
course of use, and thus it is neither an oral or a
written assertion, nor is it nonverbal conduct
intended by a person as an assertion.

As the Louisiana Supreme Court observed in
1983 regarding a computer log of telephone num-
bers dialed from a defendant’s telephone “[t]he
printout of the results of the computer’s internal
operations is not hearsay evidence. It does not
represent the output of statements placed into the
computer by out of court declarants.””

In a 1993 case involving similar computer
“phone trace” evidence, The Tennessee Criminal
Court of Appeals commented:

[tlhe role that the hearsay rule plays in limiting the
fact finder’s consideration to reliable evidence
received from witnesses who are under cath and
subject to cross-examination has no application to
the computer generated record in this case. Instead,
the admissibility of the computer tracing system
record should be measured by the reliability of the
system, itself, relative to its proper functioning
and accuracy.?®

By contrast, embedded data input by persons
(e.g., prior draft language, comments accompanying
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the McClatchey image®) suffice as statements
under FRE 801(a), and to the extent they are
offered to prove the truth of the matters they
assert, must fall under one of the many exceptions
to the hearsay rule. Most likely, such evidence

would come within the business records exception
of FRE 803(6).

Role of the Expert

As illustrated in the discussed cases and the Rules
of Evidence, the importance of the expert witness
cannot be underestimated. Because of the inher-
ently technical nature of the subject matter,
litigants must be prepared with a witness with suf-
ficient knowledge and experience to prove that
proffered metadata is what it purports to be, or to
demonstrate that the program or system that cre-
ated it functioned as designed and produced an
accurate result. Further, the witness must also be
able to explain exactly what the metadata shows
and why it is important—whether it be focal
length metadata from a jpeg image to authenti-
cate a photograph for accident reconstruction,®
or music-ripping software metadata to establish

copyright infringement.’ @\
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